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Part 1

Introduction



1) Who holds the ultimate responsibility for the Risk Management System

within the Organization?

2) Who holds the ultimate responsibility for the Internal Controls System

within the Organization?

3) Who holds the ultimate responsibility for preventing fraud from occurring?

Opening Questions



4) Which one of these occupational fraud schemes is the most difficult to

detect by normal audit/control procedures:

a) Billing

b) Skimming

c) Payroll

d) Cash larceny

Opening Questions



5) If you have to select one control procedure; which one you will select:

a) The control procedure that will reduce the fraud risk likelihood

b) The control procedure that will reduce the fraud risk Impact

6) If you have to select one control procedure; which one you will select:

a) The control procedure that will prevent the fraud risk

b) The control procedure that will detect the fraud risk

c) The control procedure that will correct the fraud risk

Opening Questions



7) What is the best control to prevent fraud?

Opening Questions

,,
In looking for people to hire, you look for 
three qualities: 

• energy, 

• intelligence, 

• and integrity. 

And if you don't have the first, the other two 
will kill you. Warren Buffett



COSO – Internal Control Framework

1) Demonstrates commitment to integrity 
and ethical values

2) Exercises oversight responsibility

3) Establishes structure, authority and 
responsibility

4) Demonstrates commitment to 
competence

5) Enforces accountability



8) What is the best control to detect fraud?

Opening Questions

Source: ACFE’s 2020 Report to the Nations





The Fraud Tree

Source: ACFE’s 2020 Report to the Nations



How is occupational fraud committed?

Source: ACFE’s 2020 Report to the Nations



How often do fraudsters commit more than one type of

occupational fraud?

Source: ACFE’s 2020 Report to the Nations



Asset Misappropriation: A scheme in which an employee steals or misuses the

employing organization’s resources (e.g., theft of company cash, false billing

schemes, or inflated expense reports)

Asset Misappropriation

Source: ACFE’s 2020 Report to the Nations



Statistics for some occupational fraud schemes

Category Number of Cases Percent of All Cases Median Loss

Billing 430 20% $100,000

Skimming 230 11% $47,000

Payroll 199 9% $62,000

Cash larceny 169 8% $83,000

Source: ACFE’s 2020 Report to the Nations



More than 28% of business losses from Employee Thefts ranged from

$100,000 to $499,000, and 25 percent of losses exceeded $1 million.

The median value of cash or goods stolen was placed at $75,000.

In 2014 alone, more than 1.2 million wayward employees and shoplifters were

caught in the act.

Statistics for some occupational fraud schemes

Source: study conducted by Jack L. Hayes

Source: Statistic Brain Report



• 75% of employees have admitted stealing from their employers at least once,

and 38% admit to stealing from employers at least twice.

• About 33% of the businesses hit with employee theft were pushed into

bankruptcy due to losses from theft or fraud.

Statistics for some occupational fraud schemes

Source: U.S. Chamber of Commerce 



How do occupational fraud schemes vary by organization 
size?

Source: ACFE’s 2020 Report to the Nations



How long do occupational fraud schemes last?

Source: ACFE’s 2020 Report to the Nations

Typical fraud case lasts 14 months before detection



What is the typical median loss per month of different 
occupational fraud schemes?

Source: ACFE’s 2020 Report to the Nations

Typical fraud case causes a loss of $8,300 per month



What are the most common occupational fraud schemes in 
various industries?
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Banking & financial services 364 8% 10% 2% 10% Construction 77 22% 13% 13% 13%

Gov. & Public Admin. 189 18% 5% 17% 7% Transportation & warehousing 64 13% 5% 6% 19%

Manufacturing 177 23% 5% 10% 8% Technology 63 24% 0% 11% 0%

Health care 145 33% 10% 15% 10% Telecommunications 62 5% 2% 2% 5%

Energy 89 24% 6% 6% 9% Food service & hospitality 59 22% 20% 12% 14%

Retail 89 22% 15% 11% 15% Services (professional) 54 37% 0% 22% 11%

Insurance 82 24% 2% 5% 6% Real estate 52 25% 13% 8% 27%

Education 82 30% 9% 13% 22% Source: ACFE’s 2020 Report to the Nations



What are the most common occupational fraud schemes in 
high-risk departments?

Source: ACFE’s 2020 Report to the Nations

DEPARTMENT

C
as

e
s

B
ill

in
g

C
as

h
 la

rc
en

y

P
ay

ro
ll

Sk
im

m
in

g

Operations 288 15% 5% 8% 9%

Accounting 277 32% 14% 21% 19%

Executive/upper management 234 26% 11% 12% 10%

Sales 225 10% 6% 2% 10%

Customer service 175 5% 8% 2% 17%

Administrative support 116 31% 8% 9% 12%

Finance 101 20% 10% 9% 8%

Purchasing 96 22% 4% 2% 4%



Part 2

Skimming



Skimming: A scheme in which an incoming payment is stolen from an

organization before it is recorded on the organization’s books and records

(e.g., employee accepts payment from a customer but does not record the sale

and instead pockets the money).

Skimming

Source: ACFE’s 2020 Report to the Nations



• Collecting cash, but not recording the sale.

• Collecting cash, keeping a portion of the cash, and

underreporting the sale amount.

• Collecting a customer’s payment, but not crediting the

amount to the customer’s account.

• Collecting cash and holding it in a personal interest-

bearing account before depositing it into the company

account.

Examples of Skimming

Direct theft

A fraudster hides 

cash from the 

employer, business 

partner, or 

shareholders.



• Tax Evasion Skimming: It is a popular scheme for tax evasion. The owner of a

business can pocket cash without recording it in the accounting system. In

this case, cash is transferred from the customer directly to the owner of the

business. Thus, the owner can avoid paying either business or personal

income taxes on that amount.

Another example of Skimming



Skimming is also known as an “off book” fraud because the cash is stolen

before it is entered into the bookkeeping system.

Skimming is very difficult to detect because there is not direct audit trail that

can be followed to the source.

Skimming



1) The accounts receivable bookkeeper should be restricted from preparing the

bank deposit, collecting cash from customers, accessing the cash receipts,

accessing accounts receivable records, and accessing bank and customer

statements. Having different employees perform these tasks helps minimize the

potential for the concealment of theft.

2) Vouchers for credit and sales receipts should contain serial numbers.

3) Company mail should be opened by someone other than bookkeepers, cashiers,

or other accounting employees who make journal entries.

How to Prevent Skimming



4) The employee who opens incoming checks should immediately stamp all

incoming checks with the company’s restrictive endorsement to protect against

unintended parties cashing the checks.

5) A list of all checks and cash received should be prepared and reconciled daily

against the bank deposit receipt and the cash receipts report.

6) The person who opens the mail should deliver all checks and cash to the person

responsible for the daily bank deposit.

7) An employee should perform an independent verification of the bank deposit

ticket to the remittance list generated by the employee who opened the mail.

How to Prevent Skimming



8) Lockboxes decrease the potential for fraud and error by reducing employee

handling of each transaction.

9) A safe can be used to physically secure excess cash on hand. Access to the safe

should be restricted and an access log should be maintained.

10) Daily bank deposits should be made so that excess cash does not remain on the

premises.

11) Employees who handle cash should be bonded in order to protect against theft.

How to Prevent Skimming



13) The company should document and implement policies and procedures for

turning over delinquent accounts for collection.

14) The person who handles customer complaints should be independent of the

cashier or accounts receivable function.

15) Physical access to the accounting system should be restricted to those who

require it to perform their job functions.

How to Prevent Skimming



1) Periodic analytical review of sales accounts using vertical, horizontal, and ratio

analysis can highlight discrepancies that point to skimming.

2) Periodic review of the inventory and receiving records using statistical sampling

can highlight discrepancies that point to skimming.

3) Periodic review of the inventory and receiving records using trend analysis can

highlight discrepancies that point to skimming.

4) Periodic review of the inventory and receiving records using physical inventory

counts can highlight discrepancies that point to skimming.

How to Uncover Skimming



5) Periodic review of the inventory and receiving records using verification of

shipping and requisition documents can highlight discrepancies that point to

skimming.

6) Inventory accounts should be reviewed periodically for write-offs.

7) Accounts receivable and allowance for uncollectible accounts should be reviewed

periodically for write-offs of accounts receivable.

8) Cash accounts should be reviewed periodically for irregular entries.

How to Uncover Skimming



Part 3

Cash Larceny



Cash Larceny: A scheme in which an incoming payment is stolen from an

organization after it has been recorded on the organization’s books and

records (e.g., employee steals cash and checks from daily receipts before they

can be deposited in the bank).

Cash Larceny

Source: ACFE’s 2020 Report to the Nations



• Stealing cash at the point of sale or register.

• Stealing cash receipts posted to sales and receivable journals.

• Stealing cash from bank deposits.

Examples of Cash Larceny



• False refund schemes, which occur when an employee (1) issues a refund for

fictitious merchandise and keeps the money or (2) overstates the amount of

merchandise returned and skims the excess money.

• False void schemes, which occur when a register worker retains a customer

receipt, processes a fictitious voided sale, and keeps the money.

Examples of Cash Larceny - Cash Register Schemes 



1) An employee other than the register worker should be responsible for

preparing register count sheets and agreeing them to register tape totals.

2) Access to registers or the cash box should be closely monitored and access

codes should be kept secure.

3) Customer complaints regarding short change or improper posting should

be handled by someone other than the employee who receives the cash.

4) Register workers should be properly supervised by on-duty supervisors or

CCTV recording of register activity.

How to Prevent Cash Larceny



5) An independent listing of cash receipts should be prepared before the

receipts are submitted to the cashier or accounts receivable bookkeeper.

6) Companies should assign a person independent of the cash receipts and

accounts receivable functions to compare entries to the cash receipts

journals with the bank deposit slips and bank deposit statements.

7) Having an employee other than the cashier or accounts receivable

bookkeeper make the daily bank deposit is an important segregation of

duties that can help to prevent cash larceny.

How to Prevent Cash Larceny



8) Many internal fraud schemes are continuous in nature and require ongoing

efforts by the employee to conceal defalcations. By establishing mandatory

job or assignment rotation and vacations, the concealment element is

interrupted.

9) Surprise cash counts help prevent fraud perpetrators from having time to

alter, destroy, and misplace records and other evidence of their offenses.

10) Journal entries made to the cash accounts should be reviewed and

analyzed on a regular basis.

How to Prevent Cash Larceny



11) The POS system should be configured to track perpetual inventory.

12) The POS system should be configured to track exceptions, such as voids,

refunds, no sales, overages, and shortages.

13) All employees, except for managers, should be prohibited from making

changes to the POS system.

How to Prevent Cash Larceny



1) Reconciling cash register tape totals to the amount in the cash drawer.

Any discrepancies should be investigated.

2) Monitoring CCTV cameras and digital recorders in register areas.

3) Reviewing receivable transactions for legitimacy and supporting

documentation.

How to Uncover Cash Larceny



Part 4

Billing Scheme



Billing Scheme: A fraudulent disbursement scheme in which a

person causes their employer to issue a payment by submitting

invoices for fictitious goods or services, inflated invoices, or

invoices for personal purchases (e.g., employee creates a shell

company and bills employer for services not actually rendered,

employee purchases personal items and submits an invoice to

employer for payment).

Billing Scheme

Source: ACFE’s 2020 Report to the Nations



• Shell company schemes, which occur when an employee submits invoices for

payment from a fictitious company controlled by the employee.

• Pay-and-return schemes, which occur when an employee arranges for

overpayment of a vendor invoice and pockets the overpayment amount

when it is returned to the company.

• Personal purchase schemes, which occur when an employee submits an

invoice for personal purchases to the company for payment, or when an

employee uses a company credit card for personal purchases.

Examples of Purchasing and Billing Schemes



1) The organization should have a purchasing department that is separate from the

payment function.

2) The purchasing department should be independent of the accounting, receiving,

and shipping departments.

3) Management should approve all purchase requisitions.

4) Purchase orders should specify a description of items, quantities, prices, and

dates.

5) Purchase order forms should be pre-numbered and accounted for.

6) The company should maintain a master vendor file.

How to Prevent Purchasing and Billing Schemes



7) Companies should require competitive bids for all purchases.

8) The receiving department should prepare receiving reports for all items received

and should maintain a log of all items received.

9) Copies of receiving reports should be furnished to the accounting and purchasing

departments.

10) Purchasing and receiving functions should be segregated from invoice processing,

accounts payable, and general ledger functions.

11) Companies should match vendor invoices, receiving reports, and purchase orders

before recording the related liability.

How to Prevent Purchasing and Billing Schemes



12) Companies should implement procedures adequate to ensure that merchandise

purchased for direct delivery to the customer is promptly billed to the customer

and recorded as both a receivable and a payable.

13) Records of goods returned to vendors should be matched to vendor credit

memos.

14) The accounts payable ledger or voucher register should be reconciled monthly to

the general ledger control accounts.

15) Write-offs of accounts payable debit balances should require approval of a

designated manager.

How to Prevent Purchasing and Billing Schemes



1) Reviewing the master vendor file for unusual vendors and addresses.

2) Analyzing vendor purchases for abnormal levels.

3) Implementing control methods to check for duplicate invoices and

purchase order numbers.

4) Reviewing credit card statements for irregularities.

5) Verifying all vendors with post office box addresses.

How to Uncover Purchasing and Billing Schemes



Part 5

Payroll Scheme



Payroll Scheme: A fraudulent disbursement scheme in which an

employee causes their employer to issue a payment by making

false claims for compensation (e.g., employee claims overtime for

hours not worked, employee adds ghost employees to the

payroll.

Payroll Scheme

Source: ACFE’s 2020 Report to the Nations



• Ghost employee schemes, which occur when a person

not employed by the company is on the payroll.

Example of Payroll Schemes



• Overpayment schemes, which occur when a company pays an employee

based on falsified hours or rates.

• Commission schemes, which occur when the amount of sales made or the

rate of commission is fraudulently inflated.

Other examples of Payroll Schemes



1) Personnel records should be maintained independently of payroll and

timekeeping functions.

2) Sick leave, vacations, and holidays should be reviewed for compliance with

company policy.

3) Employees should complete and sign appropriate forms to authorize payroll

deductions and withholding exemptions.

4) Payroll should periodically be compared with personnel records for terminations

to ensure that terminated employees have been removed from the payroll.

5) Payroll checks should be pre-numbered and issued in sequential order.

How to Prevent Payroll Schemes



6) The payroll bank account should be reconciled by an employee who is not

involved in preparing payroll checks, does not sign the checks, and does not

handle payroll distribution.

7) Payroll registers should be reconciled to general ledger control accounts.

8) Access to payroll check stock and signature stamps should be restricted.

9) Account information for automatically deposited payroll checks should be

reviewed periodically for duplicate entries.

10) An employee separate from the payroll department should be assigned to

distribute payroll checks.

How to Prevent Payroll Schemes



1) Checking the employee payroll list for duplicate or missing Social Security

numbers that may indicate a ghost employee or overlapping payments to current

employees.

2) Performing reference checks on all new hires.

3) Examining cancelled payroll checks for alterations and endorsements.

4) Examining payroll checks that do not have withholdings for taxes, insurance, etc.

5) Reviewing the employee payroll list for duplicate or missing home addresses

and telephone numbers.

How to Uncover Payroll Schemes



Perpetrators Behavioral Red Flags

• Billing schemes
• Skimming schemes
• Payroll schemes
• Cash larceny 

schemes

Source: ACFE’s 2020 Report to the Nations



Q & A



My Accounts in Social Media

@ AlaAbuNabaa Ala’ Abu Naba’a Arabian Internal Auditor




